
4 Command injection
This is the start of the second exercise session.
Log in to this security challenge at overthewire with the credentials:
Username: natas9
Password: W0mMhUcRRnG8dcghE4qvk3JA9lGt8nDl

This webpage has a field for looking up words in a predefined dictionary. This field is not secure.
In the exercise you will use your programming knowledge to attempt a command injection.

Clicking the “View sourcecode”, will reveal the code behind the website. Use this knowledge along with the
reading material for today (link below) to get the password for the user: natas10

The passwords are stored on the web server folder with the following path:/etc/natas_webpass/(Hint: Com-
mands like grep, ls, cat, curl might be useful)

5 SQL injection
Log in to this security challenge at overthewire with the credentials:

Username: natas14
Password: Lg96M10TdfaPyVBkJdjymbllQ5L6qdl1
This webpage is a login page. In the exercise you will use your programming knowledge to attempt a SQL-

Injection.Clicking the “View sourcecode”, will reveal the code behind the website. Use this knowledgealong with
the reading material for today (link below) to get the password for the user:natas15(Hint: Unsanitized user
inputs are dangerous)
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